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Cloud Computing Basics

No complete consensus definition yet. A few
common features are:

» Rented infrastructure
 Resources as a service
 Lowered admin costs
e Pay as you go
e Less wasted capacity
» Simpler functions per cloud service
»p Uses Web protocols to interact via API calls



Copyleft 2009 Sam Johnston

There are many clouds,

orjust one Cloud; depending on how orthodox you want to be.
Some clouds are more interconnected than others.
Some are hybrid private / 3rd party clouds.



Typical Cloud Components

p Storage

e many providers, unlimited capacity, no brains
P Servers

o fewer providers, quickly scalable, no meat
» Databases

* afew providers, omnipresent, no rhythm



Storage Clouds

Distributed storage networks; very scalable
systems with APls; guiand web:interfaces.

 YaXa S3Hub 0.5.32 (beta)

Amazon S3 =i~

S3 Transfers

(S3Hub)  |[PElIGES

Name Date Modified

' | 200311eclipse_cortner_full.jpg Mar 3, 2010, 12:42 AM
400177main_MilkyWayCenterComp3000.jpg Mar 3, 2010, 12:42 AM
DRS Logo Gears.pdf Mar 3, 2010, 12:42 AM
DRS Logo Stacked.pdf Mar 3, 2010, 12:42 AM

¥| Deer.jpg Mar 3, 2010, 12:42 AM
% ESC_large_ISS007_ISS007-E-5379.)PG Mar 3, 2010, 12:42 AM
' “| Fountain Square photo.tif Mar 3, 2010, 12:42 AM
GaneshaGuitar.tif Mar 3, 2010, 12:48 AM
cake-train-wreck-fial_1250363i.jpg Mar 3, 2010, 12:42 AM
davistv.jpeg Mar 3, 2010, 12:42 AM

'%| double_rainbow_tree.jpg Mar 3, 2010, 12:42 AM
*| earthlights_dmsp_big.jpg Mar 3, 2010, 12:42 AM

N S3 + [_] s3test.digissance.com

U: 96 KB/s (1/1)




Storage Clouds

Most provide geographic redundancy for an

extra fee.

Amazon:S3
(S3Fox)

'3 Manage Accounts
O ——————————————————

' Remote View

/s3test.digissance.com/

File Name
icreat Sand Dunes, ...

*| GaneshaGuitar.tif

: *| Fountain Square ph...
: ;‘extreme.jpg
|%|ESC_large_ISS007_...
: ;‘earthlights_dmsp_b...
: “|DRS Logo Stacked....
: ;ADRS Logo Gears.pdf

: *|double_rainbow_tre...
' ;ADeer.jpg

: *| davistv.jpeg

: ;Acake—train—wreck—f...
%400177main_Milky...
: ;‘200311eclipse_cort...

S3 Firefox Organizer

-

digissance . Synchronize Folders  Preferences

Transfer View Sync Folder Transfer - Log

=

File Size(KB) Upload Time
26252 03/03/2010 00:49 AM
5550 03/03/2010 00:48 AM
25927 03/03/2010 00:42 AM
159 03/03/2010 00:42 AM
1011 03/03/2010 00:42 AM
396 03/03/2010 00:42 AM
59 03/03/2010 00:42 AM
59 03/03/2010 00:42 AM
54 03/03/2010 00:42 AM
36 03/03/2010 00:42 AM

03/03/2010 00:42 AM
38 03/03/2010 00:42 AM

03/03/2010 00:42 AM

03/03/2010 00:42 AM




Storage Clouds

Requires APl interaction:for most:uses.
Ruby script for counting items in a bucket:

require 'rubygems'
require 'right aws'

='9d"
='mykey"
s3=RightAws::S3Interface.new( : )
count=
buckets=s3.1list all my buckets.collect{|b] b 1}

buckets.each do | |
s3.incrementally list bucket(bucket name) { |k]
count += KkJ[ ].size
}
end
puts count

By Alex Chee, http://web.elctech.com/2009/09/01/counting-total-number-of-objects-in-s3/



http://web.elctech.com/author/alex-chee/
http://web.elctech.com/author/alex-chee/
http://web.elctech.com/2009/09/01/counting-total-number-of-objects-in-s3/
http://web.elctech.com/2009/09/01/counting-total-number-of-objects-in-s3/

Storage Clouds

JungleDisk
(permissions)

MYYACCOUNIT:

Access Overview for workgroup.myjungledisk.com
Account Management

Bucket Account Remove

Desktop Edition

Workgroup Edition

Grant Access

Current User

Copyright 2010 eWeek



Storage Clouds

box.net
(users)

Copyright 2010 eWeek



Storage Clouds

MozyPro
(history)

2% MozyPro Remote Backup (1.8.6.2) - Configuration - D)X

Marwal
i 1)'- ) ‘_l
Marwal
Marual

Fi= ‘atch 56 | Cther Details

Division of Taxation, Indw \Documents 2

Deskton. ai UMSres
Documents

OIUMENES

SUMSres

Umeres

OoumEnts and Satt

of quota used

Remanng: 2.5 Gt




Storage Clouds

Carbonite (Explorer interface)



Storage Clouds

Egnyte (search)



Storage Clouds

Y Yo Y .'q_"_-l_‘. 1Y A '.. - e ._»-_-. -_‘A.l_,—-_‘-_u_c_n_. .u.—‘c_nn:‘.' ' -_‘_\'_.

- S WAPDRIVE User: Eric Martin |
Account: emartin 42.49MB Used

—_— .
click he‘e to see shared drives v | Gel |
" Home Directory
® Address Book “lck on 3 f-:olde.r name o oper or chck on a file name to
Select a file or folder by checking the so0x next to thz fol

" He

Current Directory:

UPLOAD

DOWNLCAD

™ A
BEE

® SWAPDRIVE BAZKUP —

NEW FOLDER

POWERED B

s SWAPDRIVE MOVE

Swapdrive (drive list)



Storage Clouds

&

Copyright 2010 eWeek

Windows Live SkyDrive looks a lot like...



Storage Clouds

Public

\ ‘m]m ﬁ.v

Back View Action Search

DEVICES
| Pool

Green Tara

1 DavisDrobo

0400400400400‘
1144444444444

Sonnet
BOOTCAMP

SHARED
™ All..

dcp dpo jan 27 Folder.zip

PLACES
E Desktop =
«s Downloads Name i Size Date Modified Kind

3 davistv D dcp dpo jan 27 Folder.zip 68.5 MB Feb 4, 2010 9:15 AM ZIP archive

2\ Applications D feb 4 email.zip 23.9 MB Feb 4, 2010 8:45 AM ZIP archive
| Documents

C@ Pictures
¢4 Sites

.| Davis

SEARCH FOR
-) Today

~) Yesterday

1 of 2 selected, 9.11 GB available

Apple’s iDisk (mobile me service)



Storage Clouds

Harme Hosthame Capacity Used Status Last Completed Backup (GMT) Actions

IMPORTANT: I you by gt done o, pleane vse the Following ok To sign up Tor (o s accounl, NCC Grougs can secu ety stote

YOUIE et Iion prasu el ase S0 il yors can tocoves i, o4 IC ta

Symantec online backup



Servers /| Hosting

More like fast-scaling automated virtualization
than the cloud storage model.

Not as compelling in terms of cost savings
unless you need:

» Fast scalability for large surges in traffic

» Lots of computing power over a short timeline

» Less expensive transfer costs with a cloud
storage service

» Lots and lots of hardware if you do it yourself



Servers /| Hosting

A few of the Community Linux:AMIs
(Amazon Machine Images) available for EC2

Launch Instances

AMI 1D
& ami-0022c769 2122-202-ima ) at 42 Ubuntu
42 Ubuntu

kaavo-ntier-db/imod-ntier-32bi -~ 3. manifest xr 4\ Other Linux

cer-54-centoss_10-1image mandest xn %" Cent OS

- am-014da868  ami.alunum.com/image_bundles/Fedorat_Jetly_OpenBDimage. manifest xmi o Fedora

15db968  alestic-64/ubuntu-8.04-hardy-rightscale-64-20081222. manifest.xml ’ j Ubuntu
ami01789d68  thamisch-ami-images/gimapsync/imags. manifest_xml (} Other Linux
'ami01826068  rbuilder-online/phonshome-1.5.6-x86_10132.img.manifast.xml {\ Other Linux
1 ami01c92d68  rbuilder-on line/bit-0.01-xB6_17328.img.manfest.xml 'y Other Linux
ami-01ca2=68  scalr-images/www x64-2008-09-13-0931/image manifest xm! ¢\ Other Linux
ami-01210468  RunBlast/runblast manifest xml ¢y Other Linux
ami-01f71368 pmpbox-amia/drupal-1.1.4 manifest xmi 3 Other Linux

awsworld/image manifest xml

OO OO

From Amazon’s documentation



Servers /| Hosting

A few of the Community Windows AMIs
available for EC2

Launch Instances

Quick Start My AMIs ] Ity 4 s
| PO PP TPEPPRY SCIPRTIVCE IS0 PP '

Viewing: Public In Windows ites0of58aMIis 3 Dl

A 1D Manifast Elatform

.’. TSP UL 14 HULGIUUL GRS LU T DL A v YVINTUUWS

& ami-64e2call —; YIC s-image-eu/FR-Senver2003r24336-YWinAuth-+1_ 01 man i Windows
ami-88e2cal? ecZ-pudhic-wi JS-image-eu FR 944§;|S’d9f‘:?'2 1(56__@-‘- Wi

ami-70e2cald ac2-public-windows-image-eu/FR-S rExp2003r2-i386-Win+1.01 manifect xm &% Windows

; - . —r_¢ , VAdin 2 N1 e _

ami-7T2e2calt c2-public-windows-image-su/] wrExp2 J86-WinAuth-v1.017.manffes &7 Windows

" Windows

Windows

03r24386-Winv1 01 manifast xml
ublic-windows-image-2u/FR-Sanar2003r2-%36_64-Win-w1.01 manifest xmil

nevi-elWQVESSR4 Public AMI manifest xml %" Windows

- - S - -- . e -
ami-ddelc9sl ac2-public-windows-image-su/IT-S r2003r2-4336-WinAuth-v1_01.manifast.xml &Y Windows

From Amazon’s documentation



Servers /| Hosting

eApps servers use Parallels virtualization,
cheaper than EC2; a few limitations.

Parallels Business Automation - Control Panel
aflhttps://cp.eapps.com/cp/
Apple Yahoo! Google Maps YouTube Wikipedia News (485)v Popularv

B It psnosne (S i Account || Parallels

. Optimized Computing

Current Site

Stte > ¥, Request Support

thephx.virtual.vps-host.net %/ “| Select Another Site

<

&| Add Site If you have already created several websites, here you can select the website to manage. To this effect, click on the needed website name. The selected website name is

Website Management

Mail Management

Other

shown at the Site tab.

Sites
Sites 1 - 11 of 11

Site 4
bugaboo.virtual.vps-host.net

caa.virtual.vps-host.net
cincinnatiport.virtual.vps-host.net
editspot-nsi.virtual.vps-host.net

editspotsrc.virtual .vps-host.net

hede.virtual.vps-host.net

infidelitytalk.virtual .vps-host.net
ityliving.virtual.vps-host.net

petsuites.virtual.vps-host.net

spotlets.com

thephx.virtual .vps-host.net

Sites 1 - 11 of 11

System
bugaboohomedesign.com
caa.virtual.vps-host.net

cincinnatiport.virtual.vps-
host.net

editspot-ns1.virtual.vps-
host.net

source.editspot.com
hede.virtual .vps-host.net

infidelitytalk.virtual.vps-
host.net

mycityliving.virtual.vps-
host.net

petsuites.virtual.vps-
host.net

my.spotlets.com

thephx.virtual.vps-
host.net

Show Search

~
IP Address
69.85.10.250
695.85.8.188

216.154.205.113

69.89.5.196

65.89.8.72
65.89.10.107

65.85.5.224
216.154.223.44
216.154.212.10
65.89.5.87

216.154.208.145

~




Databases

Be aware of Eventual Consistency.
Great for large datasets without client sync.

mazon
impleDB

(SDB Tool

in Eirefox)

SDB Tool

chrome://sdbizo/content/sdbizo_window.xul

) Disable ~ /°\ Cookies | Forms ~

O SDB Tool

Simple DB Tool (_ Avout ) (_ Config

Select

Select Expression

select * from panda videos where status = 'error'
or status = 'processing'

Documentation

“ Run Select |

S

Domains

Domains
panda_profiles
panda_users
panda_videos

Reload Domains " Show Metadata

" Create Domain )
Log

<Executing action[runSelect]>

1 Images v () Information v

Miscellaneous ¥ Outline ¥ Resize Tools ~ L_) View Source v Options ~

Report an Issue

Results

Items 4 Attribute Names
28e4d970-a9%fe-012c-9e75-123139016¢f3
292a0ee0-a9fe-012¢-9e75-123139016cf3
29639ce0-a9fe-012c-9e75-123139016¢f3

" cd8dcf40-e210-012c-9eal-123139016cf3

player

4 Attribute Values

flash
last_notification_at
2010-02-19T17:47:46+00:00
status
processing
audio_bitrate
fps
width
parent
original_filename

andin roder

Add/Replace Attributes
Domain | panda_videos
Item Vcd8dcf40—8210—012c—9eal—123139016cf3

Name

Values

|| replace existing values

B, YSlow

@‘ 53 ox



Databases

SimpleDB serves results in pages; requires
repeated requests to gather all data.

Simple DB
Tool

(Java app,
Cross-
platform)

" reload |
N—
itemName()

Domain
Total

[ reload |
N—

itemNamel()
Domain
Total

eSO

itemNamel()
Domain
Total

" reload )
N—

[ export
N—"

[ export )
N—

Count
4719
4719

Box Usage:1.327784E- Items:2 Time To Run:0.353 secs

Count
14021
14021

select count(*) from panda_videos where status = 'queued'

| export
N—

Box Usage:2.28538E-5 Items:2 Time To Run:15.085 secs

Count
0
0

/ N\ ) -~ ) -~ | .. A ———.
select count(*) from panda videos where status = 'queued’
select CoL (W) Trom b« 1 \ xi»‘\r whnere status “,' ( :

Box Usage:5.98508E-5 Items:2 Time To Run:0.213 secs




Databases

Other providers:

Google App’s Bigtable
» cheaper than SDB; mostly Python-oriented:right now

EnterpriseDB’s Postgres+ Advanced Server
» Oracle compatibility, newer and-not as developed yet.

Microsoft SQL Server:Data Services (SDDS)
» It’s thereif youw’ll:lose your job for choosing anything else.

MySQL and Oracle
» Really just database clusters setup on virtualized servers
in the cloud, not cloud databases in a strict sense.



p-Community Video Site

p Offsite Incremental MySQL Backup
» Homebrew iTunes

p Static Database



eSO Go Big Recruiting » Recruiting Made Easy

lzl:} @ L+ 7 http://gobigrecruiting.com/

] Go Big Recruiting » Recruiting Ma... [

GOBIG RECRUITING

Home Students Coaches Recruiting 101 Buzz About Blog

Submit your game film to college coaches online. No more sending TAPES and DVDs through the mail!
Go Big Recruiting will save you time and money!

1 [GREYyE 2 JupidarNy Ejcmoose

Community Video Site

Old system: Upload videos to web server,
tied up CPU, always running out of storage.



Community Video Site

New system: Upload videos to EC2
transcoding server, web server freed.



Community Video Site

»S3 for large video file
storage and server

»p Doesn’t support
resume yet

»SimpleDB for encoding
queue

»Would rather use SQS
now instead

»EC2 for web hosting

»Had to use paid SMTP
delivery service

Basic Architecture of A Scalable Service




Offsite Incremental
MySQL Backup

» MMORPG server: Frequent, small updates and
inserts.

» Uses scripts based on:
http://pauldowman.com/2009/02/08/mysql-s3-backup/

» Ruby scripts using AWS::S3 gem

» Full export, compress, upload, then binary log
files are uploaded and rotated for incremental
restores.


http://pauldowman.com/2009/02/08/mysql-s3-backup/
http://pauldowman.com/2009/02/08/mysql-s3-backup/

Homebrew iTunes

» Small area symphony orchestra with its
own recordings, doesn’t like iTunes’ cut
of sales

» S3 storage and delivery of audio files
» Expiring URLSs to limit link sharing

» Low cost to implement, scales up with
sales well



Homebrew iTunes
Expiring Links in PHP

<?php
'Crypt/HMAC.php');
getS3Redirect("/test.jpg") . "\n";

function getS3Redirect ($objectName
$S3 URL = "http://s3.amazonaws.com";
SkeyId = "your key";
$secretKey = "your secret";
Sexpires = time + ;
SbucketName = "/your bucket";
$stringToSign = "GET\n\n\nSexpires\n$bucketNameS$SobjectName";
Shasher =&amp; new Crypt HMAC($secretKey, "shal');
$sig = urlencode (hex2b64 (S$hasher-&gt;hash($stringToSign ;
"$S3 URLSbucketName$objectName?AWSAccessKeyId=skeyId&amp;Expires=$expires&amp; Signature=$sig";

function hex2b64 (Sstr
Sraw = ";
$i=0; $i &lt; strlen(S$str); Si+=2

Sraw .= chr(hexdec(substr(S$str, $i, 2

base64 encode(s$raw);

Carson McDonald, IONCANNON



http://www.php.net/time
http://www.php.net/time
http://www.php.net/urlencode
http://www.php.net/urlencode
http://www.php.net/strlen
http://www.php.net/strlen
http://www.php.net/chr
http://www.php.net/chr
http://www.php.net/hexdec
http://www.php.net/hexdec
http://www.php.net/substr
http://www.php.net/substr
http://www.php.net/base64_encode
http://www.php.net/base64_encode
http://www.ioncannon.net/programming/21/creating-s3-urls-that-expire-using-php/
http://www.ioncannon.net/programming/21/creating-s3-urls-that-expire-using-php/

Static Database

» Large, static data set, lots of simultaneous clients
» Bad case for database, used S3 instead

» Generated static files from database records,
scrambled naming convention

» Increased application response time dramatically
» Took a week to process and upload data to S3

» Another team involved in the project pushed back
hard, made client sign a waiver even though they
were never liable.



Cloud Gotchas

P Storage services aren’t programmable other than
permissions

» Databases exhibit strange time effects, don’t use for
applications where sync is important

» You still need backups, these services can and do fail

> Management applications are growing up, but still
immature compared to pre-cloud infrastructure tools

» APl libraries for different languages are spotty, do
your research before you bid






